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Recall: Traditional methods are global

* Dijkstra- 1 fault- O(n) Time; f faults- O(fn) time

(time = length of shortest causal chain)
(Lamport’s“happened before’)
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Global effect example (Dijkstra’ s algorithm)

8 8
S 8

leader J(5% 8 8
78 R o

m) No token 7 token g

Reminder: non leader / I 8

Hastoken if /18

Vall VAL(predeCF) Shay Kutten, Technion
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Global effect example (1. No fault)

g 8 8 3
3 3

8 8
|eader fﬁ_ﬁ 8 8
/=8 W 7 8

m) No token token 3
v
I g 3
A\

The token moved clockwise ﬁ
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Global effect example (1. No fault)

g 8 8 3
8 8
8 8
|eader fi 8
/=8 o)
m) No token
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Global effect example (2. Fault concurred)

token created by fault

Ieader@ 8 3
m) No tok ! 3

3
! 7 tol;en 3
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Global effect example

Thefault spreads

g 9 9 3
38 38
3 8
|leader 8 8
m) No token I 8

3
! 7 tol;en 3
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Global effect example

The one fault expanding now
createsthe equivalent of 3 faults

8 g 9 9 9 .
3 8
leader 8 38
m) No token I 8
! 7 tol;en 3 8
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Global effect example
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Global effect sample
The effect of one fault may circle wholering

g 9 9

0
8 0
- 3 9
Ieader 3 g
7 8

3
! 7 tol;en 3
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Recall: Traditional methods are global

* [Katz, Perry]- 1% general method, 1 (or even 0) faults- Q(n) time
(1) self stab bcast freezes all nodes
(2) global self-stab snapshot to a leaser
(3) leader checks global state.
(4) Leader initializes every node (if fault)

(5) bcast (i.e. broadcast) unfreezes nodes
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Recall: Traditional methods are global

* Global reset (general) methods, 1 fault- O(n) time
Afek, Kutten, Yung],
Awer buch, Patt-Shamir, Varghese],

Awerbuch, K., Mansour, Patt-Shamir, Varghese]
(1) bcast freezes all nodes
(2) reset every nodeto a specificinitial state
[Dolev, Herman] super stabilizing global reset:

(2') reset every nodeto a state “nearest” to

current one (still 1 fault- W(n) time) Shay Kutten, Technion
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Recall: Traditional methods are global
(what Is“reset”?)

Beforethereset, thealgorithm runs, messagesarein
Trangit, partial resultsin nodes.

B
e

©
AMG

Partial results X=6 message
In local memory
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Recall: Traditional methods are global
(what Is“reset”?)

Beforethereset, thealgorithm runs, messagesarein
Trangit, partial resultsin nodes.

Error is G g
detected (how?!) D

AMG

Partial results X=6 message
In local memory
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Recall: Traditional methods are global
(what I1s“reset”? cont.)

i L ET THERE BE RESET (since faults
Wer e detected)

C)

|aI [
In | emory

Shay Kutten, Technion
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Recall: Traditional methods are global
(what Is “reset”)

LET THE ALGORITHM START

Thereset returned the algorithm to itsinitial (global) state
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How Isreset performed? (I will show later
If | havetime...)

i L ET THERE BE RESET (since faults
Wer e detected)

C)

|aI [
In | emory

Shay Kutten, Technion
Porquerolles 2003. 17



|ndustrial solution to token self stab
IS global too

L eader
waits O(n)
time, If nO
token received, t
generate new token; If tokensreceved twice

In lessthan n time, deduce 2 tokens,

destr oy token oI 2008, 15



Another example of self stab in industry.
First, consider inner structure of anodein a
broadband network

N

E B

Outer look at node A and itslinkstoB and C
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Self stab in industry. First, consider inner
structure of a node in a broadband network

General purpose cox

Fast ™ stupid switch E/QA\)\B

puter
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Self stab in industry. First, consider inner
structure of a node in a broadband network

Gener al purpose coputer

ast ® stupid switch E/%

To send a message the computer usesthe switch
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(cont.) example of salf stab in industry

Broadband

General purpose computer
networks Purp P

| Fast =™ stupid switch

Fast route from A to C, passing only B’s stupid switch, not B’s
general purpose computer. Possible sinceroute is preset.
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(cont.) example of salf stab in industry

In bcast, how does A’s stupid switch detect that it already
received the bcast?? (no complex table consulting)
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(cont.) example of salf stab in industry

(AR,

()=

=31 (c
()

(non- self stab) solution- stupid switch forwardsonly over ports
Portsof linksmarked tree
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(cont.) example of salf stab in industry

A
/ \fault

(e

e=Ji—(c)

(non- self stab) solution- (stupid) switch forwards only over ports
Portsof links marked tree.
Vulnerableto state fault: supposethe“tree” isreally a cycle.
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Industrial solutions to the self stab problem
(1) Digital’s LAN bridges solution

=100t =
” pulse
i N\
&) 8
D C
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Industrial solutions to the self stab problem
(1) Digital’s LAN Bridges Solution
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Industrial solutions to the self stab problem
(1) Digital’s LAN Bridges Solution
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Industrial solutions to the self stab problem
(2) IBM’sATM Solution

Brocféldcast sour ce
; ,//< &
€ 5.

N>

Hop counter decreased. When hop counter reaches O, discard
message.
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Industrial Solutions to the self stab problem
(2) IBM’sATM Solution

Broadcast source

N

Hop counter decreased. When hop counter reaches O, discard
message.
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Industrial Solutions to the self stab problem
(2) IBM’sATM Solution

PBr oadcast sour ce
%@ _ 2

Hop counter decreased. When hop counter reaches O, discard
message.
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Industrial Solutions to the self stab problem
(2) IBM'SATM

PBroadcast sour ce

Hop counter decreased. When hop counter reaches O, discard
message.
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Industrial solutions to the self stab problem
(2) IBM'SATM

PBroadcast sour ce

Hop counter decreased. When hop counter reaches O, discard
message.
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Industrial solutions to the self stab problem
(3) Gnutella s P2P (no tree)

Broadcast source
Hop counter decreased.
When hop counter
2 reaches 0, discard

Recently my student found that in one method they do
not check the TTL (hop counter)- thiscrasned his system.
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Scalability

| ndustrial solutions are global.
They do not scale well

eConventional self stab protocolsare global.
They do not scale well
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Local detection [Afek, Kutten, Y ung]

(or local “checking” [Awerbuch, Patt-Shamir, Varghese])

A cyclewill be detected by a nodeseeing
Only its parent’s state and its own state.
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Local checking of spanning tree, with root

2(A) 1(A)
O(C) )
. (2
Hy  SA) 1(A)
1(C) 2(A)

(With unigue node’ s 1 D) the existence of morethan one
treeisdetected in the border between thetree.
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By the way, a distributed algorithm:
spanning tree

2(A) 1(A)

(2
O(C) )
P s é
A W) W 1(A)

4A) 2(A)

If A <Cthen H abandonsC and joinsA’stree
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By the way, a distributed algorithm:

spanning tree
2(A) 1( A)

@/v 3(A) (i)/' 1(A)
3(A) 2(A)

Assume A < C then H abandons C and joins A’stree
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Local checking of other predicates

The bit complexity of treelocal checkingisqg(log n)
*Any graph marking function islocally checkable
= Any algorithm global stateislocally checkable

*For any bit complexity C, $function with local checking
bit complexity O(C)

«Some complexitiesfor interesting marking functionsare
known

Many other problemsare open!

Shay Kutten, Technion
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From local checking to local correction

Goal: (unknown) f faulss O(f) timefor correction

|dea: Diameter of faultsisf. Prevent faults expansion,
snrink faulty area.

Possibly consistent faults

Shay Kutten, Technion
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From local checking to local correction

Goal: (unknown) f faults = O(f) timefor correction

Following spirit of Lamport’s“fast” mutual exclusion,
and of “early termination”.

In any case, but

recovering
original value
Impossible’ if
faulty maj or Ity) Shay Kutten, Technion

Porquerolles 2003. 42
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From local checking to local correction

Goal: (unknown) f faults = O(f) timefor correction

|dea: Diameter of faultsisf. Prevent faults expansion,
snrink faulty area.

Possibly consistent faults
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Another ook at Dijkstra’ s algorithm

A token in anon leader isacut (or bump) in the wall

Special machine
Everything
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Local correction example: need to prevent
expansion of faulty area:

Everything

/ is OK
A
oy
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Recall: f faults create “gap” or
“bump” of length f.

o) 0 9 9 f=4
8 O
S 8
Ieader g g
! 8

! token 3
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f faults create “gap” or
length f.

i 0‘&-— g . “
‘toom’i‘mﬁo
o

Fault shrunl

Shay Kutten, Technion
Porquerolles 2003. 47



Stable Vaue Problem

Adversary spoils (once) val,

minority of replicated val, and
of states.

Alg. Recoversval, everywhere.
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Reducing a general problem
to the Stable Value Problem

val,.. val,

B can compute any

func(val, val,, val;,val,, val:)
If It recelvesevery correct
val.
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“SImple’ but global solution:
consensus voting

val,

val,

Not completely “ Simple”’ since
E’svote can be spoiled in D
on the way to B.

val,

val’, Val peeeees

Shay Kutten, Technion
Porquerolles 2003. 50



“SImple’ but global solution:

consensus voting
valy.., val,
Time= O(diameter) even for /5, \"“--..
one fault.
Desired:

few faultsm= short time

val,
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L ocal voting does not solve

o0 0

Minority faulty notes
but local majority 257
everywhere
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|dea 1. For (unknown) f faults get
votes (values) from radius 2f

B

/

In O(f) time
get >2f votes

f VoK
ronfadlty \.\ N
_,,..»"’" @HZ}C
w
/‘ \
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|dea 1. For (unknown) f faults get
votes (values) from radius 2f

In O(f) time
get >2f authentic
votes

SO majority is

non faulty
C'svoteat A is
authentic B'svoteat A is
(though faulty) NOT authentic
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|dea 1. For (unknown) f faults get
votes (values) from radius 2f

Also NOT
authentic
In O(f) time Ay,
get >2f authentic
votes
SO majority is
non faulty
E
C'svoteat A is
authentic B'svoteat A is
(though faulty) NOT authentic
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Bcast (vote sending) spreading faults
problem under state faults

N N @
Wr———&) ©) (!

W’svoteisbcast over a self stabilized bcast spanning tree
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Bcast (vote sending) spreading faults
problem under state faults

1 W said: “1”
o Sl @
Wr——(&) ©) <

Bcast forwarding on bcast tree
(recall we know how to locally check atree;
We also know how to build atree.)
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Bcast (vote sending) spreading faults
problem under state faults

1 W _said; “1" /

W B C |y
Q -------bl N K/ W said: “0” -

Fault distortsthe bcast value
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Bcast (vote sending) spreading faults
problem under state faults

1 W said: “17 A

1
Only C isfaulty, D isnon faulty. sa|d
D spreads the faulty value since 0"V

L ocally it doesnot know “0” iswrong.
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Bcast (vote sending) spreading faults
problem under state faults

1 W _said; 41" /

= N @
W B C
Q B——— o Wad Ty -
| W
Non- faulty E ischeated too. said:
(14 Oﬂv
E

/
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Bcast (vote sending) spreading faults
problem under state faults

1 W _said; 41" /

@------->® @m @
W

1

sald:

@—Q—Q—Qa@/@
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Bcast (vote sending) spreading faults
problem under state faults

1 W _said; 41" /

@------->® @m @
W

1

sald:

@—Q—&Qa@/@

Shay Kutten, Technion
Porquerolles 2003. 62




Bcast (vote sending) spreading faults
problem under state faults

1 W _said; 41" /

@------->® @m @
W

1

sald:

@—@&Qa@/@
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Bcast (vote sending) spreading faults
problem under state faults

Actually,
1 W said: /1"

e W said: J./\ e S
Wr—— (!

: c)
———— ><W

When C recoversit can try to correct theerror said:
It has spread. “O'V

E

/

Shay Kutten, Technion
Porquerolles 2003. 64



Bcast (vote sending) spreading faults
problem under state faults

Actually,
W said: /1"

1 - 1w
W said: .1 e e

Actually,
When C recoversit can try to correct theerror W said:

It has spread. However, the fault continuesto “1"'V
Spread.

/
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Bcast (vote sending) spreading faults
problem under state faults

Actually,
1 Wosaid; g7 —Ady
T :
Actually,
W said:
"1y

‘A/

ctually,
W said: “1”
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Bcast (vote sending) spreading faults

problem under state faults
Actually,

1 Wig sy Wsd T
cecccccscccccc) !

Actually,

Can we get the fault demon back W said: |
Into the bottle? “1"V

=

ctually,

Actually, W said: “1”
W said: “1”
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Bcast (vote sending) spreading faults

problem under state faults
Actually,

1 o~ Wesaidi Nad b
W& ©) o)

Actually,
Here, the vote of W at Z 1s not authentic even W said: ;
After along time, even with 1 fault “1'V

=

ctually,

Actually... Actually, W said: “1”
W said: “1”
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Bcast (vote sending) spreading faults

problem under state faults
Actually,

@1 — W said: !/\ W said.: I“l”
e =

D
N & -

Actually,
Here, the vote of W at Z 1s not authentic even W said: ;
After along time, even with 1 fault “1'V

=

ctually,

Actually, W said: “1”
W said: “1”

1

Global effect for one fault

Actually...
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Another bcast spreading fault problem

B, C,D.D,F \
All said: “0”

One faulty node can make the cotes of a mgjority non-authentic
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Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [K utten, Patt-Shamir ]
Power Supply [Afek, Bremler]

Shay Kutten, Technion
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Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [K utten, Patt-Shamir ]
Power Supply [Afek, Bremler]

1

(®) ®) o —

A
11111111171717171777171722211171717171717177771727221217171717171717777737377331111177
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Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [Kutten, Patt-Shamir]
Power Supply [Afek, Bremler]

A
111717171111111117177121271371717171171717117172727717733717171171717117177727171333313

1117171711111111110000011111111117122227777171711171717171777277713131

f= five faults hit
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Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [K utten, Patt-Shamir ]
Power Supply [Afek, Bremler]

A RN N

1111111170000 1111121112121212112212121121

After One time unit, the first O notices inconsistency and resets A’s
Bcast value to bottom. Thefirst “1” after the zeros does the same
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Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [Kutten, Patt-Shamir]
Power Supply [Afek, Bremler]

A O8L N
111111111~ 000 0N 1111111111111111212121

After TWO time units, the”  spreads twice asfast as
the bcast (“O"sand “1”s).

Shay Kutten, Technion
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Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [Kutten, Patt-Shamir]
Power Supply [Afek, Bremler]

A D

111111112~ ~ 000N A 111111111111211211

After T Nreetime units, the /\ spreads twice as fast as
the bcast (“O"sand “1”s).
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Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [Kutten, Patt-Shamir]
Power Supply [Afek, Bremler]

A I N N

11111111124 0001 A 111111111111112

After FOUI time units, the ” spreads twice as fast as
the bcast (“O"sand “1”s).
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Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [Kutten, Patt-Shamir]
Power Supply [Afek, Bremler]

A RN N

11111111124 A~ 00N A A 1111111111111

After FIVE@time units, the ” spreads twice as fast as
the bcast (“O"sand “1”s).
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Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [K utten, Patt-Shamir ]
Power Supply [Afek, Bremler]

A N N

1111111112112 A A 00 A A 11111111111

After SIX time units, the ” spreads twice as fast as
the bcast (“O"sand “1”s).
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Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [K utten, Patt-Shamir ]
Power Supply [Afek, Bremler]

A D N

111111111 12 A A~ 0N A A A 11111111

After SEVEN time units, the N spreads twice as fast as
the bcast (“O"sand “1”s).
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Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [K utten, Patt-Shamir ]
Power Supply [Afek, Bremler]

A N AN N

111111111118 A A A oA A A A A 1111

After € Nt time units, the ™ spreads twice as fast as
the bcast (“O"sand “1”s).
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Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [K utten, Patt-Shamir ]
Power Supply [Afek, Bremler]

3 S

1111111111198 A A A A A A A 171111111

After NlNEtime units, the / spreads twice as fast as
the bcast (“0"sand “1”s).
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Porquerolles 2003. 82



Sampl e technique: solving the bcast
authenticity in O(f) time

Regulated Bcast [K utten, Patt-Shamir ]
Power Supply [Afek, Bremler]

A Y
1111112127 12248 A A A AN AN AR

After 10 time units, the N replaces the un-authentic vote, while
the authentic vote “1” continues to proceed at half speed.
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Recall the Stable Vaue Problem

(1) In O(f) time all non authentic
values disappear in A.

|mpossible
<
after O(f)
(2) In another O(f) time A

knows the authentic votes
of 2f +1.

e

(3) Magority of these votes are
not faulty.
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A lot of recent related work.
A very partial bibliography:
Kutten, Peleg], [KP1]
'Ghosh, Gupta, Her man, Pamar aj u]

Afek, Dolev]

Chlamtac,Pinter], [Dolev, Herman], [Naor, Stockmeyer|]

Arora, Zhang]
Beauquier, Genolini, Cournier, Datta, Petit, Viliain, Xin He
Error Confinement, Time Adaptive, Fault L ocal, Mending,

Fault Containment, Snap Stabilization, L ocal Stabilization

Many open problems!
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