How do we remember the past in randomised strategies?
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Graph games of infinite length are a natural model for opettikegprocesses: one player represents
the controller, trying to ensure a given specification, dreldther represents a hostile environment.
The evolution of the system depends on the decisions of Hagters, supplemented by chance.

In this work, we focus on the notion edndomisedstrategy. More specifically, we show that
three natural definitions may lead to very different resuitsthe most general cases, an almost-
surely winning situation may become almost-surely losinthé player is only allowed to use a
weaker notion of strategy. In more reasonable settingsshations exist, but they require infinite
memory, even in simple cases. Finally, some traditionabi@ms becomes undecidable for the
strongest type of strategies.

“You can't have a strategy against telepaths: you have toractiomly. You have to not know what
you're going to do next. You have to shut your eyes and rurdlglinThe problem is: how can you
randomise your strategy, yet move purposefully towards goal?”

Solar Lottery
Philip K. Dick

1 Introduction

Since their introduction to verification in the late eigktigraph games have emerged as the model of
choice for problems abowtpen systemsvhere a controller (Eve) must interact with ampriori hostile
environment (Adam)[[PR89]. In such games, amna—i.e. a graph— models the system and its
evolution: at the beginning, a token is laid on one of theigest and its moves are determined by the
actions of the players, supplemented by chance. The infai@ence of vertices that ensues constitutes
aplay of the game, whose winner is defined by some predetermin@ifispdon, often given as a regular
condition on infinite words [MP92].

This model has been declined in a multiplicity of variantstérms of both arenas and objectives.
However, the questions are nearly always the same: Is themenang strategy? For which player? How
complex is it, in terms of memory and randomisation? Memerthe quantity of information that one
is allowed to remember from the past: in general, the wha®hy is available, but it is often enough to
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remember a finite quantity of information. In addition, agtgy ispureif it proposes only one possible
action after any given sequence of observations. The nofisandomisedstrategy, and its relation to
memory, is the subject of this paper.

In verification, “randomised strategy” usually refers touadtion from the history to a probability
distribution over the actions. In other domains, such atjias are calleddehaviouralstrategies”, as
opposed to two other models of randomised strategiesixadstrategy is a measure over pure strate-
gies, and generalstrategy is a measure over behavioural strategies. Thedelsnare also relevant in
computer science. Indeed, the IPv6 “Stateless Addresscanfiguration” protocol, which only uses
randomisation at the beginning to generate a new |.P. a&l{It®E]07], can be accurately described as a
mixed strategy. Likewise, the secure shell protocol (sstg general strategy, since a new session key
has to be randonﬂ/generated every hour or gigabyite [Y1.06].

In this paper, we propose definitions for mixed and generatesjies, with or without memory, in the
framework of graph games for verification. We expose sewstadtions in which their analyses differ
significantly from the behavioural model. In the most gehease, the same game can be almost-surely
losing or almost-surely winning depending on the type ddtsgyies we consider. In other situations,
we conjecture that the values are the same, but we show thmbmeeeds vary (from two to infinity).
Altogether, we hope to ask more questions than we give agswar main objective is to describe these
three models for randomised strategies in graph games gmuirtbout that many problems which are
solved for behavioural strategies are still open in the ohixed general cases.

The paper is organised as follows. In Secfibn 2, we recaltthssical notions about graph games
in verification, in a very general framework which subsumdarge part of the literature. Sectigh 3
presents our definitions for behavioural, mixed, and gérstrategies in graph games, and stresses the
fundamental differences between the three notions. Sel@ifocuses on memory-related issues: it
exhibits variations in the elementary cases of concurrafdty games and simple Muller games. In
Sectiorb, we sum up our observations and results, and preuose open problems.

2 Definitions

Notation

For a finite or countable se¥’, we denote by7(.#) the set of probability distributions over’, i.e. the
set of functions from¥ to positive real numbers that sums up to one.

Arenas and plays

An arena.«/ is a tuple(v, 2", %,5,T,y,®,¢,W, ) where? is the set of vertices in the grapt,” is
the set of actions of Eve? is the set of actions of Adamd : ¥ x 2" x % — 2(¥) is the transition
function, I' is the set of coloursy: ¥ — I is the colouring function® is the set of signals of Eve,
¢ : VUL — dis her observation functiot¥ is the set of signals of Adam, angd: 7 U% — Wis his
observation function. Many results about graph games fofie&tion consider only restricted arenas,
such as:

Synchronous:an arena isynchronousf ¢ andy are total.

Observable actions:a synchronous arena habservable action# the restrictions ofp to 2" andy
to ¢ are one-to-one.

lexcept on Debiarl IBB08].
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Perfect information: a synchronous arena hasrfect information(or is concurrenj if the restrictions
of ¢ andy to ¥ are one-to-one.

Simple: a concurrent arena @mple(or turn-basedl if for each vertexg, 6(q,x,y) depends either ox
or ony, but not both.

A play on the arena? is a (possibly infinite) sequenge= 7 ... of states such thati < |1]—1,3x €
2 ,ye % &(m,xy) (1) > 0. The set of plays is usually denot&j and the set of plays starting with
the vertexq by Q.

Pure strategies and measures

A pure strategyo for Eve (resp.t for Adam) on the arenaZ associates an action to each finite sequence
of observations.g : ®* — 2 (resp. 7 : W* — %) . A play mris consistent with a strategyg for Eve
(resp. T for Adanj if and only if at each step there is an actioy € # for Adam (resp.x € Z7) such
thatd(m, 0 (¢ (m.i)),y)(T5+1) > 0 (resp.d(m, %, T(Y(m.;)))(15.1) > 0). Notice that, in the case of an
asynchronous arena, actions can only change with new @igeTs. otherwise, the same argument leads
to the same result over and over. The set of plays consistéimtomresp. 7; o andrt) is denoted by
QO (resp. QF; Q9T). Once an initial vertex] and two strategies and T have been fixedQg'" can
naturally be made into a measurable spf@§"’, &), where & is the o-field generated by the cones
{Ow|we ¥*}: me O if and only if w is a prefix of . The probability measurﬁg’r is recursively
defined byPg"" (0q) = 1 and:

Ywe ¥, (1,8) € V2 PG (Owrs) =P (Our) - 8(r, 0 (¢ (Wr)), T((wr)))(s).

Carathéodory’s extension theorem allows us to ex®&ftito the Borel sets ofQq'", &) [Wil9T].

Winning conditions and values

A winning condition’” on a set of colours is a Borel subset oF . A play T in an arena on

I is winning for Evein the game(«7,IN) if y(r1) € %/, andwinning for Adamotherwise. In a game

¢ = (o, ), thepure value of a state g under the strategeesnd 1, denotedvy (), is the measure

of # under]P’g"r. Thevalue for Eve of a state ig the supremum of the values that she can ensure from
g against any strategy of Adam. Symmetrically, tlidue for Adam of a state ig the infimum of the
values he can defend against any strategy of Eve. In simpbhastic games, these two values coincide
and are usually called thalue of qMar98,[MS98fl.

v(q) = sgpvo—(q) = ir;fvr(q) .

Winning criteria

Following de Alfaro and Henzingef [dAHDO], we consider savenotions ofwinning strategiesand
winning regionsdepending on the chances Eve has to win. In decreasingafrdificulty, and from an
initial vertexq, a strategy for Eve:

e is sureif any play consistent witlo is winning for Eve;

2As a matter of fact, these papers shows the quantitativerdietacy, in behavioural strategies, of Borel games on coratl
arenas. An inspection of the proof yields the same resufbtdioe strategies in the case of simple arenas.
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e is almost-suref for any strategyr for Adam,vy ¢ (q) = 1;

e ensures if for any strategyr for Adam, vy ;(Q) > &;

e is positiveif for any strategyr for Adam, vy ¢ (q) > O;

e is heroicif for any strategyr, there is a play consistent with andt which is winning for Eve.

Thesure region(resp.almost-sure region of Eyositive regionheroic regior) of Eve is the set of ver-
tices from which she has a sure (resp. almost-sure, paditareic) strategy. Furthermore, theunded
regionis the set of vertices from which Eve has a strategy ensuripggsiive € and thelimit-one region

is the set of vertices from which Eve has a strategy enswrifg any € < 1. The same concepts are
defined accordingly for Adam, except that we say that a giyatfor Adam defendse if it guarantees
that, for any strategy for Eve,vs ;(q) < €.

3 Behavioural, mixed, and general strategies

As soon as we deal with concurrent arenas, we cannot relyamfyure strategies to make meaningful
analyses. In the classical game of “Janken”, any pure giragesurely beaten by the appropriate counter-
strategy paper againstrock, scissors againsipaper, androck againsipaper), but a strategy which
plays each action with probabili%' eventually wins with probability}. The main point of this paper is
that there are several possible definitions for the notidmasfdomized strategy”.

e A behavioural strategyeturns at each step a distribution over the acti@vis:— 2(.2");
e amixed strategys a measure over pure strategiég®* — 27);
e ageneral strategys a measure over behavioural strategi@s®* — 2(.27)).

As we show in this paper the expressive powers of these madelguite different. Intuitively, a be-
havioural strategy does not know in advance what it will pl@xt, so its actions can change when its
decisions do not (even when there are no observations).d\ixategies use randomization to get hidden
information at the beginning of the play, which can later bedito correlate undistinguishable actions,
e.g. playing aa or bb with probability % General strategies subsume both, so they can, in particula
generate hidden information on the fly. These distinctiomgehmostly been overlooked in verification
(apart from a few remarks.g. [JAHK98, [DHRO&]). One reason is that the games we consider ar
usually synchronous, with observable actions. On syna@usrarenas, mixed strategies can simulate
behavioural strategies: as each action can be uniqueliifieerbeforehand by its position in the play, it
is possible to define a measure which somehow makes all tdemadraws at the beginning of the play.
If furthermore, the actions are observable, Kuhn’s theostmtes that mixed and behavioural (and thus
general) strategies have the same expressive power [Aum64]

These hypotheses have been inconspicuously challengedantrpapers. In this regard, the compar-
ison between IBGG09] and IGS09] makes for an enlighteniragrgpte. At first glance, these two papers
look very similar: they both ponder the problem of the existe of almost-sure strategies in games
where both players have (asymmetric) imperfect infornmatid closer examination reveals the differ-
ences: Bertrand, Genest, and Gimbert use general stigtegide Gripon and Serre use behavioural
strategies; furthermore, in the latter paper, the playarmat observe their own actions. As a conse-
guence, there are cases where the answer to the synthesisnprdepends on which model is used.
Consider for example the synchronous arena depicted inéfljuwhere Eve cannot distinguish vertices
nor actions in the dashed areajs a losing sink state, and is her “target”, for either a reachability or
a Bichi condition.
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Figure 1: Who wins?

With a behavioural strategy, Eve’s strategy can only degenthe length of the play. At any even
move, if her strategy is to plag with probability p andb with probability 1— p, Adam can answer by
playing A with probability 1— p andB with probability p, so the odds of the token going toor to 3
are equal (they are worth- (1— p) each). In the next step, no matter wimaadvocates, the odds of the
token going tas or to® will again be equal. In the reachability game, this limiteeEvrospects to half
chances. In the Biichi game, the probability that she winpgito 0.

On the flip side, she has an almost-sure mixed strategy fdr ddgjectives: the natural “uniform”
measure over the strategies of the faiambb)® guarantees that each sequence of two moves starting in
the initial vertex has a probability of to send the token t@, and a probability of to send the token
back to the initial vertex, no matter what Adam does. It caigoato ®, as Eve never playab or bafrom
the initial vertex.

The arena of Figurl 1 is synchronous, so any behaviourdégyraan be emulated by a mixed one.
If we remove this hypothesis, it is not always the case, asarohe-player game of Figurk 2, where Eve
is unaware of any action or vertex.

Figure 2: The D.U.l. game

As Eve observes nothing, her strategy is completely detexthby what she does on the empty
word A. She has only two pure strategies:— stay andA — leave. Both lead to®, and so does
any mixed strategy of the fornip- (A — stay),(1—p)- (A — leave)}. The behavioural strategy
A — {3 -stay, 3 - leave}, on the other hand, yields one chance out of four to to reach

The case of games with perfect information and invisibléoastis still open: there are mixed strate-
gies which cannot be imitated by any behavioural one, so weatdhope for a “generic” translation. But
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that does not rule out the possibility of specific, objectiemendent constructions which would yield a
different strategy with the same value.

4 Memory issues

A refinement of the synthesis problem asks that the contrabes only finite memory, as a natural
requirement for implementability. Pure strategies wittnmoey are defined in the following way:

Definition 1 A pure strategyo with memoryM is a triple (o%,0",02) whereg* € M is the initial
memory statep™ : (® x M) — M is thememory updatdéunction, which maps a signal and a memory
state to a new memory state and is called at each new obsenvattiEve; andr® : (® x M) — 2 is the
next-actionfunction, which maps a signal and a memory state to an actiwhigcalled at each step.

Notice that any pure strategy can be represented as a strategy with men@rywith o = A, o® = -
ando?® = g. A strategy haginite memoryf M is a finite set, and imemoryles# M is a singleton.

Randomized strategies with (countable) memory are defintdsimilar tuples, except that some of
their elements use randomization.

Behavioural: In a behavioural strategy with memory ,Mhe next-actiono®: (® x M) — 2(Z2") is
randomized.

Mixed: In amixed strategy with memory Nhe initial memoryo* € (M) is randomised.

General: In ageneral strategy with memory Mhe next-action, initial memory, and memory-update
o%: (®PxM)— Z(M) are randomised.

The memory requirements can also depend of the type of gyrate the game of FigurEl 1, for
example, there is no almost-sure mixed strategy with finigenory (in the reachability game, there are
e-optimal strategies with finite (unbounded) memory; in tlieB game, every mixed strategy with finite
memory has value 0). However, the strategy we describedeasdtized by a general strategy with four
Memory stateSecven, 2o0ads Peven @NUbogq: IN theeven memory state, she updates her memory at random
to one of theodd states; in thedd states, she updates her memory to the corresponrgdiag state; in
all states, she plays the action corresponding to her mestaty.

4.1 Concurrent safety games

In [AHK98], de Alfaro, Henzinger, and Kupferman study thelgem of concurrent reachability/safety
games and establish the qualitative determinacy of thesegaas well as several results on the nature
(memory and randomization) of the strategies needed t@aehiarious objectives. In particular, they
show that positive strategies for safety objectives reguiir general, an infinite amount of memory. The
proof is based on the famous “snowball gameof [KIS81], whichictured in Figuré&l3.

In this game, Adam loses if he never runs and Eve never throws,Eve happens to throw the
snowball exactly at the moment he runs. It is clear that Adas memoryless behavioural strategies
with value arbitrarily close to one: if, at each step, he c®soto run with probability, he ensures a
probability of winning of 1— £ (Eve’s best chance is to throw the ball right away). It is asar that he
cannot win almost-surely: if he has a positive probabilitynever running, Eve can keep the snowball
forever; and if he has a positive probability of running ay atep, Eve can thwart him by throwing the
ball with probability% at each step.



30 Memory in randomised strategies

wait|hide

Q throw|run wait|run ®
\TJ throw|hide

Figure 3: The snowball game

By thequalitative determinacef concurrent regular games, Eve has a positive strategg unique
strategy which prevents Adam from winning almost-surelyhvany strategy. De Alfaro, Henzinger,
and Kupferman use behavioural strategies, and argue treah&eds infinite memory: the sequence
(o(0O")(throw))iey must go to 0 but never reach it. It is clear that there are naipesnixed strategies
with finite memory, as pure strategies withmemory states can only throw the snowball in the first
steps.

On the other hand, there is a general strategy with only 2 mestates: in the memory stafever,
Eve keeps the snowball with probability 1, in the st&tentually, she throws it with probability%; the
memory never changes, and the initial memory state is chatseamdom. This strategy prevents Adam
from winning almost-surely, since he can never be sure thai€not in the memory stafventually.

In fact, this is the case in every finite concurrent safety gam

Theorem 2 In every finite concurrent safety game, Eve has a positivergéstrategy with memorg
from her positive region.

Sketch of proofit follows from the analysis of the fix-points ih [JAHK98] ththere is a total preordes
on the vertices such that:
e the minimal vertices belong to the almost-sure region ofrAda

¢ for each non-minimal verteg € 7, there is an actiosafeq € 2" of Eve such that, for any action
y of Adam:
— either for any vertex € 7/, 6(q,safeq,y)(r) >0=q3r,
— or there is an actior € 2" of Eve and a vertek € 7" such tha(q,x,y)(r) >0Aq ¢ r
Notice that always playing theafe action is a pure and positional sure strategy for Eve in theimmel

vertices (unless they are also minimal). For the verticdgeiween, we claim that the following strategy
with two memory states is positive for Eve:

e the memory states are call8dund andChance;

e each time the token goes to a newclass, the memory state is updated to eifwarnd or Chance
with equal probabilities; otherwise, the memory does nainge;

¢ in theSound state, Eve always plays thefe action of the current vertex;
e intheChance state, Eve plays any action #" with equal probabilities.

The situation is roughly the same as in the snowball gamed#m's actions have no chance to goto a
lower vertex against thBound strategy, he will lose with probabilitg; if he takes a risk at any point,
there is a positive probability that Eve was in tieance memory state all along, so he could end up in
a greater vertex. O
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In addition to the finite memory, the strategy described enghoof of Theorerll2 is simple, generic,
and uses only uniform probabilities. By comparison, theedpon of a positive behavioural strategy is
in general very complex and uses probabilities of unbounmiedision.

4.2 Memory bounds for Muller games

Even in the elementary case of simple Muller games, it is le@rdhat the memory needs are the same
for behavioural and general strategies. Recall that a simpdna is an arena with turn-based moves and
perfect information for both players, and a Muller conditis a condition depending only on the set of
colours visited infinitely often:

Definition 3 A Muller condition on a set of colours is specified by a subsef of 22(I'). A play
satisfiedMuller(.%) if and only if the set of colours occurring infinitely oftenyitvt) belongs to% .

In such games, both players have pure optimal strategidsfinite memory[[BL69]. A follow-up
problem is to determine, for a given Muller conditiofion a set of colourE, the necessary and sufficient
amount of memory needed to define optimal pure strategiasyrarena coloured b¥y. Gurevich and
Harrington used thiatest appearance recofd AR) structure of McNaughton to give a first upper bound
of |['|! [GH8Z]. Zielonka refined the LAR into a tree, whose leavesldde used as memory [Z1€98].
Finally, Dziembowski, Jurdzinski, and Walukiewicz shovibdt each player needs only as much mem-
ory as the number of leaves in some particular sub-treeshlesting tight and asymmetrical bounds for
pure strategie$ [DJW97].

It is clear from their proof that mixing strategies does nelph since the other player can efficiently
adapt their strategy in the witness arenas. This is not tke frar behavioural strategies: Chatterjee,
de Alfaro, and Henzinger observed that upward-closed wgnoonditions admitted memoryless strate-
gies [CdAHO4], leading to smaller upper bounds for arbjtristuller conditions [Cha07]. Horn estab-
lished even smaller tight bounds for general strate@iesQ€ldsee FigurEl4 for a graphical representation
of the three bounds on a Zielonka (sub-)tree). However, Haypper-bound has not yet been proven (or
refuted) for behavioural strategies.

X X X X X
X X v v,
X X
(a) Pure/mixed (tight) (b) Behavioural (upper) (c) General (tight)

Figure 4: Memory bounds for simple Muller games
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5 Discussion

We have compared three models of randomized strategies avibehal, mixed, and general— in the
context of graph games. Depending on the sub-case, we weréadxpose variations in the amount of
memory needed, the existence of finite-memory strategiesyem the values. In concurrent games with
unobservable actions, the equivalence between the thrdelsnis still an open question.

In verification, the behavioural model has received mostefdttention. Nevertheless, thereais
priori nothing wrong with the other types of controllers. Furthere) in several cases, general strategies
can be much simpler than behavioural or mixed ones. On tleg btind, general strategies are much less
amenable to further analysis, as they introduce imperféatmation. Even in simple safety games, one
cannot compute the value of a general strategy —or evenaddichas positive value [GO09].

Each model has strengths and weaknesses, and we do not taeowrer the others. Our point is
rather to stress the importance of this initial choice, amdidte that many memory-related problems
which have been solved for behavioural strategies areogidh in the mixed and general frameworks.
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